Team Unknown

Into the Unknown

De-identify mental-health data. Keep the clinical meaning.
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Problem

Indirect details still identify a person.
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Pet name  Traumaevent Hobby Job  Hometown

Child’s age

Clinics decline consent, so the data never reaches Al training.

Solution
Data holders verify leftover

Business model: B2B2B Saa$S
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Target market

US small and mid-size data
companies
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US RL Eval and Data Companies
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de-identified data

Hospital, clinic
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Team Unknown

Wh&t We bUﬂt tOday Into the Unknown - demo on synthetic cases

Original vs. processed conversation (synthetic) Night-shift nurse case: re-ID 12% vs. Presidio 90%

(J Into the Unknown Problem  How it works Results Dataset U.S.path  Roadmap W
B - Family conflict & panic Synthetic conversation Preconfigured plan Processed v Reset
A night-shift nurse describes sleep loss and pre-shift anxiety after a divorce. The case shows how names, an employer, a city, a date, a phone S1 - SYNTHETIC $2 - SYNTHETIC 53 - SYNTHETIC
number, and family members are handled. Night-shift ER charge nurse 16-year-old high school 93-year-old veteran
Panic attacks, passive suicidal ideation, Wresﬂe[‘ Spousal bereavement, firearm access,
alcohol use, a father's publicly reported - L . possible cognitive decline, hearing loss
ORIGINAL SYNTHETIC PROCESSED PLAN APPLIED Non-suicidal self-injury, cyberbullying by
death t t ight cutting, ADHD
eammates, weight cutting, RE-IDENTIFICATION IN LINEUP - CHANCE 10%
Counselor Thanks for coming in. What's been going on? Counselor Thanks for coming in. What's been going on? RE-IDENTIFICATION IN LINEUP - CHANCE 10% medication Original | 96%
_ ‘ _ ' ) Original | 62% RE-IDENTIFICATION IN LINEUP - CHANCE 10% Baseline (Presidio)  mjmm—  92%
Client I'm [ Megan Brooks . | work nights as | an ICU nurse Client I'm [Client A] . | work nights as a nurse at a Baseline (Presidio) j— 20% Original | 90% Into the Unknown ) 31%
at| St. Agnes Medical Center | in|Fresno . Since m hospital in California . Since my divorce from [Ex- Into the Unknown m 12% - idi 0
g Y p Y Baseline (Presidio) m— 57% GLINICAL FAGTS RETAINED
divorce from Daniel was finalized |on March 3, spouse B] was finalized about six weeks ago , CLINICAL FACTS RETAINED Into the Unknown = 11% Original 90%
I've barely been sleeping. I've barely been sleeping. Original 95% CLINIGAL FAGTS RETAINED Baseline (Presidio) ~ m—— 86%
Baseline (Presidio) ] 81% Original 94% Into the Unknown ] 89%
Counselor That sounds exhausting. How long has your sleep Counselor That sounds exhausting. How long has your sleep Into the Unknown e 4 95% ine (Presidi o
D %
5 this di ted? b this di ted? Baseline (Presidio) 4% SAFE HARBOR CATEGORIES PASSED
een this disruptea: een this disruptea: Into the Unknown I 93%
SAFE HARBOR CATEGORIES PASSED Original 1/8  Baseline (Presidio) 2/8
Client About six weeks. Before every night shift my chest Client About six weeks. Before every night shift my chest Original 1/8  Baseline (Presidio) 2/8 SAFE HARBOR CATEGORIES PASSED Into the Unknown 8/8
gets tight, and | keep worrying I'll make a mistake gets tight, and | keep worrying I'll make a mistake Into the Unknown 8/8 Original 0/8  Baseline (Presidio) 2/8

with a patient. with a patient.

€ De-identify © Attack © verify

Regenerate the original, so indirect Try to pick out the person from the Compare with the original: still safe,
identifiers never carry over. de-identified data alone. still clinically faithful?
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