
L E G A C Y  P A T C H  I N T E L L I G E N C E

PatchPilot AI
레거시 패치 인텔리전스 — 업그레이드하지 못하는 시스템도, 그날에 대응한다

When a critical PHP CVE drops, PatchPilot tells you which factory line is exposed — and finds a verified patch path for the
EOL systems nobody can upgrade.

TARGET MARKET

US & EU industrial manufacturers
running EOL PHP on OT lines
구형 PHP 7.4 HMI·MES 라인을 운영하는
중견 제조사의 보안·설비팀 (Plant IT / OT
Security)

PROBLEM

"Just upgrade to 8.3" doesn't work on a
production-line HMI. Teams can't prove
exposure — or patch what vendors
abandoned.
치명 RCE가 발표돼도 EOL 자산은 영향 판단도, 패
치 경로도 없이 방치된다

WHY NOW ·  PHP2SHELL

CVSS 9.2 pre-auth RCE · every PHP since

5.4

Found by AI in one week (Oct 21, 2026).
Vulnerabilities arrive at AI speed —
response must too.
AI가 발견하는 취약점의 시대 — 대응도 같은
속도여야 한다

TRACK · Wildcard — AI Agent for Enterprise Security Operations

T E A M  S E V E N F O L D



What we built today SBOM 업로드부터 EOL 백포트 계획·재현 증적까지 5단계 실제 동작 데모

PatchPilot AI — S3 Impact

S3 · Impact — SBOM × CVE matching
6개 자산 자동 판정: 잠재 영향 4 · 수정 버전 1 · 미사용 1 + 자산별 위험
점수·근거 drawer

PatchPilot AI — S4 Workbench

S4 · Legacy Workbench — EOL 7.4 hero asset
소스 백포트 후보(php-src 커밋 근거) + 샌드박스 재현 EXPLOITED →
BLOCKED 증적

S1 Import
SBOM upload

→ S2 Verify
OSINT ↔ official

→ S3 Impact
per-asset risk

→ S4 Workbench
backport plan

→ S5 Report
exec summary

WHERE CLAUDE WORKS Every claim is grounded in official sources — php.net advisories, GHSA, php-src commits —
separating UNVERIFIED rumors from SOURCE_REFERENCED facts, then planning a verified
source-backport for the EOL asset. 검증 상태가 UI 전체에 배지로 표시됩니다.

Next 7 days: multi-site SBOM
ingest · vendor backport database ·
automated sandbox verification
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